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1. GlOl THIEU CHUNG
1.1.MUC PiCH TAI LIEU
Tai liéu nay dugc bién soan nham muc dich dic ta tich hop véi cac ham chuac nang cua
hé thdng dich vu ky sb trén thiét bi di dong. Hé thong nay cung cap cac Web Method thuc
hién nhirtng chiic nang sau:
- Ky van ban
- Xac thuc (validate) chir ky trén van ban.
- X&c thuc chir ky PKI (Capicom signature).
- Céc chirc nang phyc vy cho phan quan tri va cau hinh.
1.2.pOI TUQNG SU DUNG
Tai liéu dugc cung cap cho cac don vi xay dung hé théng tich hop vao hé théng DICH
VU KY SO TREN THIET BI DI PONG dé thyc hién ky, kiém tra chir ky trén van ban.

1.3.TONG QUAN TAI LIEU

Tai liéu nay bao géom cac thanh phan sau:

a. Giodi thiéu vé hé thong DICH VU KY SO TREN THIET BI DI DPONG
b. So d6 két ndi hé thong DICH VU KY SO TREN THIET BI DI PONG
c. Co ché xac thuc SSL 2 chiéu
d

M6 ta giao tiép voi DICH VU KY SO TREN THIET BI DI BONG Client Web
Service danh cho phan hé Font-End

e. M0 ta giao tiép vsi DICH VU KY SO TREN THIET BI DI BPONG Admin Web
Service danh cho phan hé Bac

1.4.THUAT NGU

Thuat ngir
1 CA Certificate Authority
2 SSL Secure Socket Layer
3 HTTPS Hypertext Transfer Protocol Secure
4 JKS Java KeyStore
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Thuat ngir Dién giai
5 CSR Certificate signing request
6 CRL Certificate Revocation List

2. MO T4 HE THONG DICH VU KY SO TREN THIET BJ DI PONG
DICH VU KY SO TREN THIET BI DI DPONG la mot gateway dong vai trd cung cap cac

dich vu danh cho phan hé Client va phan hé¢ Admin nhu sau:

- Phan hé Client: thuc hién ky sb va kiém tra chit ky s trén vin ban, xac thuc chit ky
PKI.

- Phan h¢ Admin: thyc hién ciu hinh va cai dat cho céc hé thdng ¢6 sir dung dich vu
ciia DICH VU KY SO TREN THIET BI DI DONG.

2.1.S0 PO KET NOI HE THONG DICH VU KY SO TREN THIET BI DI
DONG

2.1.1. So do két noi

CAG360 System
rhttps:ﬂwww.,, I
_ ——S5L—F»

-
Bank A’s Online Banking E_,.

Application Server Database Server

Stock Company B's
Online Trading a
. -

Mini HSM
+—OCSP/HTTP-

Public CA's Server
Ex: VNPT-CA, Viettal-CA, ..

SS5L——»
Guslh&r
https:/iwww. ..

Hinh 1 - So d két ndi hé théng DICH VU KY SO TREN THIET BI DI PONG
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1. Hé thdng cua khach hang La hé thdng cua cac don vi st dung dich vy cua hé
théng DICH VU KY SO TREN THIET BI DI
PONG, bao gébm hé thdng cac Ngan hang, Cong
ty chirng khoan,...

2. | CAs Server L& hé thdng dich vu chiing thuc chit ky sé chuyén
dung Chinh phu

3. DICH VU KY SO TREN | La may chu ¢ng dung cua hé thong DICH VU KY
THIET BI DI DONG | SO TREN THIET BI DI PONG cung cap cac ham
Application Server Client Web Service va Admin Web Service. Cac
Service nay hd trg hinh thic ky sé bang thiét bi
HSM.

May chu nay s& goi dén cac CAs Server dé thuc

hién kiém tra trang thai chtmg thu sé theo giao
thiec OCSP va download file CRL.

4, DICH VU KY SO TREN | La may chu co so dit liéu hé théng DICH VU KY
THIET BI DI DPONG |SO TREN THIET BI DI PONG dung dé luu

Database Server thong tin cua hé thong nay.

2.2.MO TA CO CHE XAC THUC SSL 2 CHIEU
Hé théng DICH VU KY SO TREN THIET BI DI PONG trién khai co ché xéc thuc SSL
2 chiéu giira Client va Server. Khi do, dit liéu trao doi gitra Client va Server s& dugc ma hda

va bao mat. Trong do:

- Server: la JBoss Server, thuc‘hién qua trinh xac thuc Client. Néu hop 1¢ thi Server s& xu
ly yéu cau va tra két qua vé cho Client. Server dugc cau hinh giao thuc HTTPS véi
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ctia cac nha cung cap chang thu sb cho Client.

- Client: 1a cac hé thong tich hop véi hé théng DICH VU KY SO TREN THIET BI DI
PONG. Mdi hé thdng tich hop s& duoc cap file JKS riéng. Mdi Client duoc cdp mot cap
khoa dang tap tin mém PKCS#12 (client.p12) dé thuc hién qua trinh bt tay voi Sever va
ky théng tin yéu cau xéc thuc (Phan 11.2.1) gui I&n Server.

<Connector protocol="HTTP/1.1" SSLEnabled="true"
port="443" address="${jboss.bind.address}"
scheme="https" secure="true" clientAuth="true"

keystoreFile="${jboss.server.nome.dir}/conf/serverkeystore.jks"

3. MO T4 GIAO TIEP VOl HE THONG DICH VU KY SO TREN THIET BJ
DI PONG CLIENT WEB SERVICE

DICH VU KY SO TREN THIET BI DI BONG Client Web Service 1a mot Web Service.
Vi vay, céac Client giao tiép voi hé théng DICH VU KY SO TREN THIET BI DI BPONG
théng qua giao thirc SOAP/HTTPS.

Dia chi két nbi Client Webservice thong thudng sé 1a:
http://<YourlPServer>/Signing_Service/ClientWSService/ClientWS?wsdl

3.1.CAU TRUC MOT YEU CAU (REQUEST) CLIENT GUI LEN
SERVER

Client Web Service (ClientWsS) cung cap cac Web Method thuc hién cac tac vu ky va xéac
thue van ban. Mot yéu cau do Client giri Server phai bao gom céc thanh phan sau:
- Thong tin dinh danh Client (Credential): Thong tin nay s& duoc dbi tuong hoa thanh dbi
tugng CAGCredential, chua thong tin dinh danh cling nhu xac thuc Client.

- Théng tin phuc vy cho viéc xi ly yéu cau trén Server: Thong tin nay dang chudi XML, c6
cac tag dir liéu twong tng phuc vu cho viéc xur ly trén Server.

Sau day 1a mo ta chi tiét tirng thanh phan.
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3.2.1. Phwong thirc processData
Phuong thicc processData thuc hién cac tac vu Ky va xac thuc van ban, xac thuc chix ky
s6 PKI.

3.2.2. Nguyén méu ciia ham

TransactionInfo processData (TransactionInfo transInfo);

3.2.3. Tham sé

a. Request

Transactionlnfo

Kiéu dir liéu Ténthamsé Pic tinh

Chra thong tin dinh danh va
_ _ , xac thyc Client. Cau trac ddi
CAGCredential cagCredential Bat budc )
tugng CAGCredential sé

dugc trinh bay ¢ muc 3.2.6

Chudi XML chta thong tin

_ , can cho Server xir ly. Chi tiét
String xmlData Bat buoc
s& dugc trinh bay & muc

3.24

Tap tin can cho Server ky

hoac xac thuc.

byte(] fileData Tuy chon Chi can thiét déi voi tac vu
lién quan dén van ban can xir

-,

ly

b. Response
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Transactionlnfo

Kiéu dix liéu Ténthamsé Dic tinh

Chudi XML chtra thdng tin
can cho Server xir ly. Chi tiét

String xm|Data
s& dugc trinh bay & muc
3.24

byte[] fileData Tap tin da duogc ky

3.2.4. Mo ta dit liéu XML

a. AgreementHandler - Ding ky hop dong sir dung DICH VU KY SO TREN
THIET BI DI PONG

Request
<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>

<ID>01009090</ID>
<WorkerName>AgreementHandler</WorkerName>
<Action>REGISTRATION</Action>

<Expiration>720</Expiration>

<|sPKI>True</IsPKI>

<Certificate>MIIFQDCCBCig...rYw==</Certificate>

<ISLCDPKI>True</ISLCDPKI>
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Thugc tinh

<|sPKISim>True</IsPKISim>
<PKISim>84940000001</PKISim>
<PKISimVendor>VIETTEL</PKISimVendor>

<DisplayMessage>Xac nhan ky tai lieu</DisplayMessage>

<IsPKISigning>True</IsPKISigning>
<WorkerNameSigning></WorkerNameSigning>
<SPKIEmail>emailpki@gmail.com</SPKIEmail>
<SKeyName>TRUSTEDHUB-105442939-20170926</SKeyName>

<SKeyType>0</SKeyType>

Response
<Channel> TRUSTEDHUB </Channel>

<User>111488361</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS </ResponseMessage>
<BillCode>20141020165230736540</BillCode>
<AgreementStatus>ACTIVE</AgreementStatus>

Mo ta

Dic tinh Dién giai

10
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Thudc tinh Pac tinh
Channel Bét budc M4 hé théng Client
User Bit budc binh danh khéch hang tai ngan hang (CIF)
ID Tay chon M4 sb hop dong cuaa hé thdng lién quan
WorkerName Bt bugc Tén Worker s€ xtr ly request
Action Bit bugc Hanh dong s& xur 1y ddi véi hop dong:

. REGISTRATION

. UNREGISTRATION
o CHANGEINFO

o VALIDATION

|_
wn
) Expiration Bat budc Thoi han hop dong (ngay). Khuyén khich dé 36500
o §
Iy (100 nam)
o
ISPKI Tuy chon True: Str dung dich vu xéc thuc PKI

False: Khong sir dung dich vu xac thuc PKI

Certificate Tuy chon Chung thu s6 dang ky st dung dich vu xac thyc PKI

ISLCDPKI Tuy chon True: St dung dich vu xac thyc LCD PKI Token

False: Khong str dung dich vu xac thyc LCD PKI

Token

LCDPKICertificate Tuy chon Chung thu sé dang ky str dung dich vu xéc thyc LCD
PKI Token

IsPKISim Tuy chon True: Str dung dich vu ky s6 PKI SIM

11
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Thudc tinh

Pac tinh

False: Khong str dung dich vu ky s6 PKI SIM

DisplayMessage Tuy chon Thong tin s& hién thi & dién thoai khach hang
PKISim Tuy chon S dién thoai str dung dich vu ky sé PKI SIM
PKISimVendor Bit budc Nha mang cung cip SIM:

e VIETTEL

e VINAPHONE

e MOBIFONE

ISPKISigning Tuy chon True: Str dung dich ky sb tap trung SignServer

False: Khong sir dung dich ky s6 tap trung SignServer

WorkerNameSigning Bit budc Tén Worker thyc hién ky sb tap trung

SPKIEmail Bit budc Dia chi email dé khoi phuc mat khau cho viéc ky tap
trung

SKeyName Bit budc Tén khoa thuc hién ky sé tap trung

SKeyType Bit budc Loai khoa thyc hién ky sd tip trung

e 1:Khoariéng (Pinh dang: CHANNEL-USER-
NGAYTAO)

e 2:Khoa chia s€ dung trong Channel (Pinh
dang CHANNEL-NGAYTAO)

3: Khoa chia s€ dung giira cac Channel (Pinh dang
NGAYTAO)

12
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Thugc tinh Dic tinh Dién giai
ResponseCode M4 trang thai tra vé
ResponseMessage e Dién giai ma trang théi tra vé
BillCode BillCode cua giao dich
AgreementStatus Trang thai hop dong sau khi dugc tao thanh cong

RESPONSE

Luu ¥: Viéc dang ky hop dong co phuong thire SignServer chi dugc thuc hién trén
BackOffice.

b. AgreementHandler - Thay déi thong tin hgp dong DJCH VU KY SO TREN
THIET BI DI PONG

Reguest
<Channel> TRUSTEDHUB </Channel>

<User>100310181</User>
<1D>01009090</1D>

<WorkerName>AgreementHandler</WorkerName>

13
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<IsExtend>True</ IsExtend >

<Expiration>3</Expiration>

<IsPKI>True</IsPKI>

<Certificate>MIIDuTCCAqGgAWIBAgIQVAQ...</Certificate>

<ISLCDPKI>True</ISLCDPKI>

<LCDPKICertificate>MIIFQDCCBCigA...</LCDPKICertificate>

<IsPKISim>True</IsPKISim>

<PKI1Sim>84940000001</PKISim>

<DisplayMessage>Dang ky hop dong sim pki</DisplayMessage>
Response

<Channel> TRUSTEDHUB </Channel>

<User>111488361</User>

<ResponseCode>0</ResponseCode>

<ResponseMessage>SUCCESS </ResponseMessage>

<BillCode>20141020165230736540</BillCode>

Mo ta
Thugc tinh Pic tinh
Channel Bit buoc M4 hé théngClient
5
L User Bit buoc Dinh danh khéch hang tai ngan hang (CIF)
0 — :
@ ID Tuy chon M4 sb hgp ddng cua hé théng lién quan
WorkerName Bit budc Tén Worker s& xur ly request

14
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Thudc tinh Pac tinh

Action Bit buoc Hanh dong sé& xu 1y ddi véi hop dong:

. REGISTRATION

. UNREGISTRATION
. CHANGEINFO

. VALIDATION

Expiration Tay chon Thoi han hop ddng (ngay)

IsPKI Tuy chon True: St dung dich vu xac thuc PKI

False: Khéng str dung dich vu xéc thuc PKI

Certificate Tay chon Chumng thu sb dang ky st dung dich vu xac thuc PKI

ISLCDPKI Tuy chon True: St dung dich vu xac thuyc LCD PKI Token

False: Khong str dung dich vu xac thuyc LCD PKI

Token

LCDPKICertificate Tuy chon Chung thu s6 dang ky sir dung dich vu xac thuc LCD
PKI Token

ISPKISim Tuy chon True: St dung dich vu ky s6 PKI SIM

False: Khong str dung dich vu ky s6 PKI SIM

DisplayMessage Tuy chon Thong tin s& hién thi & dién thoai khach hang
PKISim Tuy chon S dién thoai st dung dich vu ky s6 PKI SIM
ResponseCode M4 trang thai tra vé

ResponseMessage Dién giai ma trang théi tra vé

15
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Thudc tinh Pic tinh Dién giai

BillCode BillCode cua giao dich

RESPONSE

c. AgreementHandler - Thay déi trang thai hgp déng DICH VU KY SO TREN
THIET BI DI PONG

Request
<Channel> TRUSTEDHUB </Channel>

<User>111488361</User>

<ID>01009090</ID>

<WorkerName>AgreementHandler</WorkerName>

<Action>UNREGISTRATION</Action>

<AgreementStatus>CANC</AgreementStatus>
Response

<Channel> TRUSTEDHUB </Channel>

<User>111488361</User>

16
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ResponseCode>0</ResponseCode
<ResponseMessage>SUCCESS </ResponseMessage>

<BillCode>20141020165230736540</BillCode>

M©o ta
Thugc tinh Pac tinh
Channel Bit buoc M4 hé théng Client
User Bit buoc binh danh khéch hang tai ngan hang (CIF)
ID Tay chon M4 sb hop dong caa hé thng lién quan
WorkerName Bit bugc Tén Worker s€ xt ly request
_ Action Bit buoc Hanh dong s& xu 1y ddi voi hop dong:
wn
) . REGISTRATION
o
L . UNREGISTRATION
. CHANGEINFO
° VALIDATION
AgreementStatus Bit bugc Trang théai hop dong can thay doi:
. CANC: Huy hop dong
. ACTIVATED: Kich hoat hgp dong
. BLOC: Khoa hop dong
. EXTE: Gia han hop dong
. EXPR: Hop dong hét han
9w | ResponseCode M4 trang théi tra vé
dx o
pd
8 ResponseMessage Dién giai ma trang théi tra vé
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CUC CHUNG THUTC SO VA BAO MAT THONG TIN

23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
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Xéc thuc & Bdo mat

info@bcy.gov.vn — http://www.ca.gov.vn

Thugc tinh Dic tinh Dién giai

BillCode BillCode cua giao dich

d. AgreementHandler — Ly thong tin hop dong
Request

<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>
<ID>01009090</ID>
<WorkerName>AgreementHandler</WorkerName>
<Action>GETAGREEMENT</Action>
<AgreementStatus>ACTIVATED</AgreementStatus>

Response
<Channel>TRUSTEDHUB</Channel>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-105442939-20170926101318-13526</BillCode>
<NumOfAgreementFound>1</NumOfAgreementFound>
<Agreements>

<Agreement>

<User>105442939</User>

<ID>01009090</ID>

<Channel>TRUSTEDHUB</Channel>

<AgreementStatus>ACTIVATED</AgreementStatus>

<|sPKI>True</IsPKI>
18



CUC CHUNG THUTC SO VA BAO MAT THONG TIN

23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
Tel: (84-24) 3773 8668 - Fax: (84-24) 3773 8668
Xéc thuc & Bdo mat

info@bcy.gov.vn — http://www.ca.gov.vn

Certificate>MHFSJCCAZKgAW - xAk=</Certificate
<TPKIThumbPrint>E33E7180D0B22CA725F4C88AB5</TPKIThumbPrint>
<ISLCDPKI>True</ISLCDPKI>
<LCDPKICertificate>MIIEOTCCArmg...3+S6g==</LCDPKICertificate>
<LPKIThumbPrint> E33E7180D0B22CA725F4C88AB5</LPKIThumbPrint>
<IsPKISim>True</IsPKISim>

<PKISim>84940000002</PKISim>
<WPKICertificate>MIIEoDCCA4igAVAREW...jgpbv9</WPKICertificate>
<WPKIThumbPrint> E33E7180D0B22C5F4C88AB5</WPKIThumbPrint>
<IsSignServer>True</IsSignServer>

<IsRegistered>False</IsRegistered>
<SCertificate>MIIGWDCC...Yw==</SCertificate>
<CreatedDate>05/07/2017</CreatedDate>
<EffectiveDate>05/07/2017</EffectiveDate>

<ExpiredDate>25/06/2019</ExpiredDate>

</Agreement>
</Agreements>
Mo ta
Thugc tinh Pic tinh
= Channel Bét buoc M4 hé thong Client
L
D U
g User Bat budc binh danh khéch hang tai ngan hang (CIF)
ID Tay chon M4 sb hop dong caa hé thng lién quan
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CUC CHUNG THUC SO VA BAO MAT THONG TIN
23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
Tel: (84-24) 3773 8668 - Fax: (84-24) 3773 8668
info@bcy.gov.vn — http://www.ca.gov.vn

Xéc thuc & Bdo mat

Thugc tinh Pac tinh
WorkerName Bit buoc Tén Worker s€ xur ly request
Action Bit buoc Hanh dong s& xu 1y ddi voi hop dong:

o GETAGREEMENT

AgreementStatus Bit buoc Trang thai hop dong can thay doi:

. CANC: Huy hop dong

. ACTIVATED: Kich hoat hgp dong
. BLOC: Khoéa hop dong

. EXTE: Gia han hop dong

. EXPR: Hop dong hét han

® ResponseCode M4 trang thai tra vé
2
9w | ResponseMessage Dién giai ma trang thai tra vé
@
BillCode BillCode cua giao dich

Thong tin cta hop dong tuong tGng.

e. AgreementHandler — P6i mit khiu SignServer

Request
<Channel>TRUSTEDHUB</Channel>

<User>thanhtest74</User>

<I1D>01009090</ID>
<WorkerName>AgreementHandler</WorkerName>
<Action>CHANGEINFO</Action>

<IsPKISigning>True</IsPKISigning>
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CurrentPasswoord>12345678</CurrentPassword
<NewPassword>87654321</NewPassword>
Response
<Channel>TRUSTEDHUB</Channel>
<User>thanhtest74</User>
<ResponseCode>0</ResponseCode>

<ResponseMessage>SUCCESS</ResponseMessage>

<BillCode>TRUSTEDHUB-thanhtest74-20170926103336-13529</BillCode>

M0 ta
Thugc tinh Pic tinh

Channel Bit buoc M4 hé théng Client
User Bt bugc Dinh danh khéach hang tai ngan hang (CIF)
ID Tay chon M4 sb hop dong caa hé thng lién quan

% WorkerName Bit bugc Tén Worker s€ xt ly request

>

gé Action Bit budc Hanh d6ng s& xir 1y d6i véi hop dong:

o CHANGEINFO

IsPKISigning Bit budc Set 1én True dé xur 1y hop dong SignServer
CurrentPassword Bit budc Mat khau hién tai
NewPassword Bit budc Mat khau méi

(z; ResponseCode M4 trang théi tra vé
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CUC CHUNG THUTC SO VA BAO MAT THONG TIN

23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
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Xéc¢ thuc & Bdo mit
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Thugc tinh Dic tinh Dién giai

ResponseMessage Dién giai mé trang thai tra vé

BillCode BillCode cua giao dich

f. AgreementHandler — Khoi phuc mdt khiu SignServer
Request

<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ID>01009090</ID>
<WorkerName>AgreementHandler</WorkerName>
<Action>CHANGEINFO</Action>
<IsPKISigning>True</IsPKISigning>
<SetRecovery>True</SetRecovery>

Response
<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-thanhtest74-20170926103336-13529</BillCode>

Mo ta

Thugc tinh Pic tinh Dién giai

EQ

Channel Bit buoc M4 hé théng Client
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Xéc thuc & Bdo mat

Thugc tinh DPic tinh
User Bit buoc binh danh khach hang tai ngan hang (CIF)
ID Tay chon M4 sb hop dong caa hé thng lién quan
WorkerName Bit bugc Tén Worker s& xur ly request
Action Bit buoc Hanh dong s& xir 1y ddi véi hop ddng:

o CHANGEINFO

IsPKISigning Bit budc Set 1én True dé xir 1y hop dong SignServer
SetRecovery Bit budc True dé thyc hién khoi phyc mét khau. Mat khau méi
s& dugc gtri vao email lac dang ky hop dong
SignServer
9 ResponseCode M4 trang théi tra vé
2
9w | ResponseMessage Dién giai m trang thai tra vé
34
BillCode BillCode cua giao dich

9. AgreementHandler — Bat/Tit chirc ning ky SignServer
Request

<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>

<ID>01009090</ID>
<WorkerName>AgreementHandler</WorkerName>
<Action>CHANGEINFO</Action>
<IsPKISigning>True</IsPKISigning>

<IsRegistered>True</IsRegistered>
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<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>

<BillCode>TRUSTEDHUB-thanhtest74-20170926103336-13529</BillCode>

M6 ta
Thugc tinh Pac tinh
Channel Bit buoc M4 hé théng Client
User Bit budc binh danh khach hang tai ngan hang (CIF)
ID Tay chon M4 s6 hop dong cua hé thong lién quan
o
) WorkerName Bit budc Tén Worker s& xur ly request
it , , ‘
o Action Bat bugc Hanh dong s& xt ly doi vaéi hop dong:
° CHANGEINFO
IsPKISigning Bit budc Set 1én True dé xur 1y hop dong SignServer
IsRegistered Bit budc True thuc hién bat tinh ning ky s6 tap trung
False thyc hién v6 hiéu tinh nang ky s6 tap trung
2 ResponseCode M4 trang théi tra vé
2
9N W | ResponseMessage Dién giai m trang thai tra vé
34
BillCode BillCode cua giao dich
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5 Ilyll éul IU :‘:,\:

Request

<Channel>Dich vu ky sé trén thiét bi di d6ng</Channel>
<ID>01009090</ID>
<WorkerName>AgreementHandler</WorkerName>
<Action>VALIDATION</Action>
<Certificate>MIIDuTCCAgGgAwWIBAgIQ...</Certificate>
Response
<Channel>Dich vu ky s trén thiét bi di dong</Channel>
<User>111488361</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS </ResponseMessage>

<BillCode>20141020165230736540</BillCode>

Mb ta
Thugc tinh
Channel Bét bugc M4 hé thong Client
User Bit buoc binh danh khach hang tai ngan hang (CIF)
7 . ,
uDJ ID Tuy chon Ma s6 hop dong cua hé thong lién quan
o
o WorkerName Bit buoc Tén Worker s& xir ly request
Action Bit budc Hanh dong sé& xu 1y ddi voi hop dong:
. REGISTRATION
. UNREGISTRATION
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Tel: (84-24) 3773 8668 - Fax: (84-24) 3773 8668
info@bcy.gov.vn — http://www.ca.gov.vn

CUC CHUNG THUC SO VA BAO MAT THONG TIN
y 23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
Xéc thuc & Bdo mat

Thugc tinh Pac tinh
. CHANGEINFO
. VALIDATION
Certificate Bit budc Chimg thu s can xéc thuc hop dong PKI
W ResponseCode M4 trang thai tra vé
5
% ResponseMessage Dién giai ma trang théi tra vé
BillCode BillCode cua giao dich

i. MultiSigner - Ky van ban (PDF, MS Office, OpenOffice, XML)
Request

<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>

<ID>01009090</ID>

<FileType>pdf</FileType>

<MetaData>
<Method>SynchronousSign</Method>
<Password>12345678</Password>
<ExternalStorage>P2P</ExternalStorage>
<PageNo>1</PageNo>
<Coordinate>50,500,550,680</Coordinate>
<SignReason>KYy lan 2, sép cho y kién</SignReason>

<VisibleSignature>True</VisibleSignature>
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SignerinfoPrefix>Sign-by=</SigherinfoPrefix
<DateTimePrefix>Sign on </DateTimePrefix>
<SignReasonPrefix>Sign for </SignReasonPrefix>
<VisualStatus>True</VisualStatus>
<Signaturelmage>iVBORWOKGgoAAA...gg==</Signaturelmage>
<ImageAndText>True</ImageAndText>
</MetaData>
<WorkerName>MultiSigner</WorkerName>
Response
<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-105442939-20170712145655-48</BillCode>
<FileType>pdf</FileType>
<SigningCertificate>MIIENkXWA++A2bGvuAXt5kg==</SigningCertificate>

MO0 ta

Thugc tinh

REQUES

=1 User Bit buoc Dinh danh khéch hang tai

Channel Bét buoc M4 hé thong Client

ngéan hang (CIF)
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Thugc tinh Pac tinh

ID Tay chon M4 s6 hop dong cua hé
thdng lién quan

FileType Bit bugc Kiéu file can xu ly

Method Bit budc Phuong thtc thuc hién ky
5O

Password Tuy chon Mat khéu xéc thue ngudi

dung ky sd tap trung. Néu
khong truyén s& lay mat
khau mac dinh cua hé

thong.

ExternalStorage Tay chon Tuy chon noi ly File can
ky
+ P2P: File luu trir lai

local

+ FILENET: File luu trx

trén FileNet server

PageNo Tuy chon Trang can dat chir ky

Coordinate Tuy chon Toa d6 chir ky

SignReason Tuy chon Noi dung (1y do) ky

WorkerName Bit buoc Tén Worker s& xur ly
request
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Thugc tinh Pac tinh

VisibleSignature Tuy chon + True: Hién thi chir ky
trén file PDF

+ False: Chit ky an trén
file PDF

SignerInfoPrefix Tuy chon Prefix trudc thong tin ctia

Signer. Vi du:

signed by Cong ty ABC

DateTimePrefix Tuy chon Prefix trudc thong tin thoi

gian ky. Vi du:

signed on 20-10-2018

SignReasonPrefix Tuy chon Prefix trudc thong tin 1y
do ky. Vi du:

ndi dung ky phé duyét
D

ShowsSignerinfoOnly Tuy chon Chi hién thi théng tin chii
thé ky (True/False)

ShowDateTimeOnly Tuy chon Chi hién thi thong tin
ngay ky (True/False)

VisualStatus Tuy chon Hién thi Icon (validation

symbol) xac thuc

Signaturelmage Tuy chon Base64 hinh anh dung
trong chir ky
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CUC CHUNG THUTC SO VA BAO MAT THONG TIN

23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
Tel: (84-24) 3773 8668 - Fax: (84-24) 3773 8668
info@bcy.gov.vn — http://www.ca.gov.vn

Xéc thuc & Bdo mat

Thugc tinh Pac tinh
ImageAndText Tuy chon + True: Hién thi hinh anh
(backgroud) va chir
(signer info)
+ False: Chi hién thi hinh
anh (background)
ResponseCode M4 trang thai tra vé
L ResponseMessage Dién giai ma trang thai tra
g vé
o
0
o BillCode BillCode cua giao dich
SigningCertificate Chung thu sé dung dé ky
file

j. CMSSigner - Ky sé chu@n CAPICOM (CMS)
Reguest

<Channel>Dich vu ky sé trén thiét bi di d6ng</Channel>
<User>111488361</User>
<ID>01009090</ID>
<FileType>txt</FileType>
<WorkerName>CMSSigner</WorkerName>
<DataToSign>data to sign</DataToSign>

Response
<Channel>Dich vu ky sé trén thiét bi di dong</Channel>
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Yser>111488361</User
<ID>01009090</ID>
<ResponseCode>0</ResponseCode>
<ResponseMessage>0OK</ResponseMessage>
<BillCode>20141020163542368605</BillCode>
<FileType>txt</FileType>

<SigningCertificate>MIIFoDCCA4igA...</SigningCertificate>

Mo ta

Thugc tinh Pac tinh
Channel Bt buoc M4 hé thong Client
User Bit buoc Dinh danh khéch hang tai
ngan hang (CIF)
= | 5 X A AT
» ID Tuy chon Ma s6 hop dong cua hé
8 théng lién quan
L
o4
FileType Bt buoc Kiéu file can xu ly
WorkerName Bt bugc Tén Worker sg xur ly
request
DataToSign Bit buoc Dix liéu can ky
@ .| ResponseCode M4 trang thai tra vé
ad n
pd
8 ResponseMessage Dién giai ma trang thai tra

31
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Thugc tinh Pac tinh

BillCode BillCode cua giao dich
SigningCertificate Chimg thu s dung dé ky
dir liéu

K. MultiValidator - Xac thuc chi ky trong van ban (PDF, MS Office, OpenOffice,
XML)

Request
<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>
<ID>01009090</ID>
<MetaData>
<ExternalStorage>P2P</ExternalStorage>
<SignatureMethod>TPKI</SignatureMethod>
</MetaData>
<WorkerName>MultiValidator</WorkerName>
Response
<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-105442939-20170704165508-51909</BillCode>

<Signerinfo>
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<SubjectName>Nguyén Vin A</SubjectName>

<IssuerName>FPT-CA</IssuerName>
<DateValid>20/11/2012</DateValid>
<DateExpired>20/11/2013</DateExpired>

<SigningTime>20/12/2012 15:20:44</SigningTime>

</Signerinfo>

Mo ta
Thudc tinh Pac tinh
Channel Bét buoc M4 hé thong Client
User Bit buoc Dinh danh khach hang tai
ngén hang (CIF)
o .
L:IDJ ID Tuy chon Ma s6 hop dong cua hé
o théng lién quan
@
SignatureMethod Bit budc Phuong thire xac thuc chir
ky
WorkerName Bt bugc Tén Worker s¢ xtur ly
request
" ResponseCode M4 trang thai tra vé
Z ~
g ResponseMessage Dién giai ma trang thai tra
W vé
BillCode BillCode cua giao dich
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Xéc thuc & Bdo mat

Thugc tinh Dic tinh Dién giai

Signerinfo Thong tin chir ky trong
van ban

SerialNumber Dinh danh ching thu s6

SubjectName Tén chang thu sb

IssuerName Don vi cap ching thu s6

DateValid Ngay c6 hiéu luc ching
thu s6

DateExpired Ngay hét han ching thu
sb

|. GeneralValidator — Xdc thwe chiv ky trong van ban (PDF MS Office,
OpenOffice, XML) khéng quan tim dén chieng thu sé c6 trong hé thong

Request
<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>
<ID>01009090</ID>
<MetaData>

<ExternalStorage>P2P </ExternalStorage>
</MetaData>

<WorkerName>GeneralVValidator</WorkerName>

Response

34



CUC CHUNG THUTC SO VA BAO MAT THONG TIN
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Channet= I kuUs I EDRUDB</Channel
1> IR repRupb</Ch |

<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-105442939-20170704165508-51909</BillCode>
<Signerinfo>
<SerialNumber>54045346E3DD0D28B73BB03637ABDC4A</SerialNumber>
<SubjectName>Nguyén Vin A</SubjectName>
<lIssuerName>VGCA</IssuerName>
<DateValid>20/11/2012</DateValid>
<DateExpired>20/11/2013</DateExpired>
<SigningTime>20/12/2012 15:20:44</SigningTime>

</Signerinfo>

M6 ta
Thugc tinh
Channel Bét bugc M4 hé thong Client
User Bt buoc Dinh danh khéch hang tai

ngan hang (CIF)

REQUEST

ID Tuy chon M4 s6 hop ddng caa hé
théng lién quan

ExternalStorage Bit budc Tuy chon noi lay File can
ky
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Xéc thuc & Bdo mat

Thudc tinh Pac tinh
+ P2P: File luu trir lai
local
+ FILENET: File luu trix
trén FileNet server
WorkerName Bit buoc Tén Worker sé& xu ly
request
ResponseCode M4 trang thai tra vé
ResponseMessage Dién giai ma trang thai tra
vé
BillCode BillCode cua giao dich
Signerinfo Thong tin chir ky trong
%) van ban
pd
g_) .
@ SerialNumber binh danh ching thu so6
o
SubjectName Tén chang thu sb
IssuerName Pon vi cap ching thu s6
DateValid Ngay c6 hiéu luc ching
thu sb
DateExpired Ngay hét han ching thu
s6

m. CapicomValidator - Xac thuc chi ky CAPICOM (CMS)
36



CUC CHUNG THUTC SO VA BAO MAT THONG TIN

23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
Tel: (84-24) 3773 8668 - Fax: (84-24) 3773 8668
Xéc thuc & Bdo mat

info@bcy.gov.vn — http://www.ca.gov.vn

{ -}
LR L9

<Channel> TRUSTEDHUB </Channel>

<User>106555642</User>

<ID>01009090</ID>

<WorkerName>CapicomValidator</WorkerName>

<MetaData>
<SignedData>data</SignedData>

</MetaData>

<CapicomSignature>MIAGCSqGSIb3DQEHAQCAMIA...</CapicomSignature>

Response

<Channel> TRUSTEDHUB </Channel>

<User>106555642</User>

<ResponseCode>0</ResponseCode>

<ResponseMessage>SUCCESS</ResponseMessage>

<BillCode>20141020163903840317</BillCode>

<Signerinfo>
<SerialNumber>5401cf4d80feedd9bc844</SerialNumber>
<SubjectName>0100231226</SubjectName>
<lIssuerName>VNPT Certification Authority</IssuerName>
<DateValid>07/07/2014</DateValid>
<DateExpired>05/10/2014</DateExpired>

</Signerinfo>

Mo ta
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Xéc thuc & Bdo mat

CUC CHUNG THUTC SO VA BAO MAT THONG TIN

23 Nguy Nhw Kon Tum, Phwdng Nhan Chinh, Quan Thanh Xuéan, Ha Noi
Tel: (84-24) 3773 8668 - Fax: (84-24) 3773 8668
info@bcy.gov.vn — http://www.ca.gov.vn

Thudc tinh Dién giai
Channel Bit buoc M4 hé théng Client
User Bit buoc Dinh danh khach hang tai
ngan hang (CIF)
ID Tuy chon M4 sb hop dong cua hé
thdng lién quan
SerialNumber Tuy chon SerialNumber cua CTS
ding dé ky van ban. Néu
|_ .z . \ N A
% gia tri nay la null, hé
3 thdng s& lay
w
o SerialNumber cia CTS
lic dang ky hop dong.
WorkerName Bt bugc Tén Worker s& xu ly
request
MetaData Bit buoc Chura tham sb phu can xu
ly
SignedData Bit buoc Dit liéu dung dé ky
CapicomSignature Bit bugc Chir ky Capicom
% ResponseCode M4 trang théi tra vé
2 N
o ResponseMessage Dién giai ma trang thai tra
vé
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Thugc tinh
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Dic tinh Dién giai

BillCode cua giao dich

Signerinfo

Théng tin chi ky trong

van ban

SerialNumber

Pinh danh chimg thu s6

SubjectName Tén chung thu sb
IssuerName Pon vi cip ching thu s6
DateValid Ngay c6 hiéu lyc ching

thu sb

DateExpired

Ngay hét han ching thu

SO

n. SignerAP - Ky file sir dung SIM PKI - Mode bit dong b
BUGC 1: Giri yéu cau bao gom ndi dung file can ky

Request

<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>

<ID>01009090</ID>

<FileType>pdf</FileType>

<MetaData>

<ExternalStorage>P2P</ExternalStorage>

<Method>SignFileRequest</Method>
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AW AT T H Y T vne INZicibl
V-IHOHIT o TV-1OHJt

<Coordinate>0,0,200,60</Coordinate>

<PageNo>1</PageNo>

<SignReason>Ky duyét</SignReason>

<VisualStatus>True</VisualStatus>

<Signaturelmage>/9j/4AAQSkZJRgABAQEAYABgAAD!/... </SignatureImage>

<MessageMode>Async</MessageMode>

<DisplayMessage>Ma giao dich {transcode}. Vui long xac

nhan</DisplayMessage>

</MetaData>

<WorkerName>SignerAP</WorkerName>

Response

<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>

<ResponseCode>113</ResponseCode>

<ResponseMessage>Request accepted</ResponseMessage>

<TransactionCode>789119</TransactionCode>

<BillCode>TRUSTEDHUB-105442939-20170710091429-251</BillCode>

BUGC 2: Thyc hién goi dinh ky (pooling) dé kiém tra giao dich da thanh cong hay

chua. Ma code 113 thong bao server da tiép nhan I¢nh thanh cong. Chu y, BillCode ¢ budc 2

duoc 14y tir Response cua budc 1.

Request

<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>
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Xéc thuc & Bdo mat

1D>010U3090</1D

<MetaData>

<Method>SignFileResponse</Method>

<BillCode>TRUSTEDHUB-105442939-20170710091429-251</BillCode>
</MetaData>
<WorkerName>SignerAP</WorkerName>

Response

<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-105442939-20170710091609-252</BillCode>

<SigningCertificate>MIIEoDCCA4igAwIBA...</SigningCertificate>

Néu nhu ResponseCode 1a 116, nghia 1a giao dich van con dang dugc xur ly, tiép tuc

thyc hién pooling cho dén khi ResponseCode 14 0.

Thudc tinh Pac tinh
Channel Bét bugc M4 hé thong Client
- User Bét buoc Dinh danh khéch hang tai ngan
[7p]
u hang (CIF)
o
m r b r
o ID Tuy chon M4 sb hop ddng cua hé théng
lién quan
WorkerName Bit buoc Tén Worker sé& xur ly request
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Thudc tinh | Pac tinh
FileType Bit budc Extension cia tap tin can ky
Method Bit bugc Quy dinh phuong thirc can xir
ly

e FileSigningRequest

¢ FileSigningStatusRequest

MessageMode Bit budc Quy dinh ché d¢ goi
e Async: Pong bd

e Sync: Bat dong bo

DisplayMessage Bit budc Noi dung hién thi trén dién
thoai ctia khach hang dé xac

nhan giao dich

VisibleSignature Tuy chon Tuy chon hién thi chit ky
e True: Hién thi

e False: Khong hién thi

Coordinate Tuy chon Toa d6 hién thi chir ky, dinh
dang X,Y,Z, T

e X: Offset X
e Y:OffsetY

e Z: Chiéu rong hinh chi
nhéat

e T: Chiéu cao hinh chit nhat
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Thugc tinh Pic tinh Dién giai
T
(1) ‘
PageNo Tuy chon Trang dat chir ky
SignReason Tuy chon Noi dung ky
VisualStatus Tuy chon Hién thi Icon trang thai chit ky
Signaturelmage Tuy chon Base64 hinh anh trong chir ky.
HG tro dinh dang JPG
ResponseCode M4 trang thai tra vé
ResponseMessage Dién giai ma trang thai tra vé
L
%) ] . . .
% BillCode BillCode cua giao dich
o
4 .
o SigningCertificate Chtrng thu s6 ctia SIM PKI
dung dé ky sd
TransactionCode Ma giao dich, hién thi duéi dién
thoai nguoi dung

0. SignatureValidator - Xdc thwc chir ky sir dung worker SignatureValidator
Request

<Channel>TRUSTEDHUB</Channel>

<User>105442939</User>
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<WorkerName>SignatureValidator</\WWorkerName>
<MetaData>
<SignedData>hello</SignedData>
<Encoding>UTF-16LE</Encoding>
<SignatureMethod>TPKI</SignatureMethod>
</MetaData>
<Signature>MIAGCSqG...AAAAA</Signature>
Response
<Channel>TRUSTEDHUB</Channel>
<User>105442939</User>
<ResponseCode>0</ResponseCode>
<ResponseMessage>SUCCESS</ResponseMessage>
<BillCode>TRUSTEDHUB-105442939-20170805224904-1266</BillCode>
<Signerinfos>
<Signerinfo>
<SerialNumber>5404368ce42368e9b42819558ba9d7de</SerialNumber>
<SubjectName>Duong Phuong Vii</SubjectName>
<lIssuerName>Mobile-1D Trusted Network</IssuerName>
<DateValid>16/07/2017 13:00:05</DateValid>
<DateExpired>02/04/2037 13:00:05</DateExpired>
<SigningTime>16/07/2017 13:10:08</SigningTime>

</Signerinfo>
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Thudc tinh Pic tinh Dién giai
Channel Bét buoc M4 hé théng Client
User Bit budc Dinh danh khach hang tai ngan
hang (CIF)
ID Tuy chon M4 sb hop dong caa hé thong
lién quan
WorkerName Bit buoc Tén Worker s€ xtr ly request
SignatureMethod Bat buoc Quy dinh phuong thirc can xir
. ly. Tuy loai phuong thirc.
(L:@ Chung thu sb trong tmg s&
g duoc st dung dé xéc thuc
o TPKI
e SPKI
e WPKI
Encoding Bit budc Encoding cua dir liéu ky
e UTF-16LE
e UTF-8
SignedData Bit budc Dit liéu ky
Signature Bit budc Base64 ciia chit ky can xac thuc
& | ResponseCode M4 trang thai tra vé
LW
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Thudc tinh Pic tinh Dién giai
ResponseMessage Dién giai ma trang thai tra vé
BillCode BillCode cua giao dich
SerialNumber SerialNumber cua CTS ky
SubjectName Chu s¢ hiru CTS ky
IssuerName CA cép CTS ky
DateValid Ngay hi¢u lyc CTS ky
DateExpired Ngay hét han CTS ky
SigningTime Thoi diém ky

3.2.5. Danh sdch cic WorkerName dwoc hé tro trong hé thong
Trong mdi request giri 1én déu phai c6 trudng <WorkerName></WorkerName>.

Sau déy 1a danh sach nhitng WorkerName duogc ho tro trong hé théng

STT Tén Worker MO ta

1 CMSSigner Ky dit liéu chuan CAPICOM (CMS)

2 PKCS1Signer Ky dit liéu chuan PKCS#1

3 MultiSigner Ky van tong hop cac loai van ban

4 DCSigner Ky file m6 hinh Distributed Cryptography

5 MultiValidator Xéc thyc chit ky nhiéu dinh dang file

6 SignatureValidator Xéc thye chir ky nhiéu dinh dang (Capicom,
PKCS#1)
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: GeneralValidator Xac thuc chir ky nhiéu dinh dang file khong kiém
tra hop dong

. AgreementHandler Xir ly céc tac vu lién quan dén hop ddng DICH VU
KY SO TREN THIET BI DI PONG

o SignerAP Worker lam cho TrustedHub dong vai tro 1a mot
AP dé tuong tac dén dich vu MSSP thong qua AE

3.2.6. Thong tin CAGCredential
DPéi twong CAGCredential 1a 1 thudc tinh cua dbi twong Transactionlnfo — tham s

trong ham giao tiép voi Client Webservice. D6i tuong nay sé luu thong tin dinh danh va xac

thuc Client. Thong tin gom co:

e Username: Tai khoan cua Client trén Server

e Password: Mat khau tai khoan Client trén Server

e Signature: Chir ky mau cta Client da ding ky véi Server

e Timestamp: Thoi gian lan thyc hién twong tac véi Server

e PKCS#1 Signature: Dung PrivateKey cua Client dé ky théng tin credential

UserName

Password

Signature

TimeStamp

N

~

Client PrivateKey | PKCS#1

Information Signature

Client
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UserName DENIED || ACCESSED
A
Password @ f
Signature
TimeStamp » Information
Client
PKCS#1 PublicKey
Signature -
Server

Quy trinh Xt Iy doi twong CAGCredential & Client va Server

3.2.7. Cach s dung cdac ham trong ldp trinh
< Java
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ClientWSService service = new ClientWSService (new URL (“https://Trusted

Hub.com/ClientWS?wsdl”)

, new QName ("http://clientws.signserver.org/",

"ClientWSService"));

ClientWS cl = service.getClientWSPort () ;

String requestXML = “<Channel>Trusted Hub</Channel><User>111488361</User>";
String timestamp = String.valueOf (System.currentTimeMillis());
String username = “Trusted Hub”;
String password = “12345678";
String signature = “JVBERiOxLjQKJeLjz9MKMiAwIGY9ia..”;
String data = username + password + signature + timestamp;

String pkcslSignature = getDigitalSignature (data);

CagCredential credential = new CagCredential () ;
credential.setTimestamp (timestamp) ;
credential.setPassword (password) ;
credential.setSignature (signature) ;
credential.setUsername (username) ;
credential.setPkcslSignature (pkcslSignature) ;
byte[] fileData; // Du lieu tap tin can xu ly
TransactionInfo request = new TransactionInfo();

request.setCredentialData (credential) ;

Céch sir dung ham processData trong Java
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string requestXML = “<Channel>Trusted

Hub</Channel><User>111488361</User>";

string timestamp = CurrentTimeMillis () .ToString();

string username “Trusted Hub”;
string password = “12345678";
string signature = “JVBER10xLjQKJeLjz9MKMiAwIG9ia..”;

string data = username + password + signature + timestamp;

string pkcslSignature = getPKCSlSignature(data, "/path/to/client.pl2",

"12345678") ;

cagCredential cag = new cagCredential();
cag.username = username;

cag.password = password;

cag.signature = signature;

cag.timestamp = timestamp;
cag.pkcslSignature = pkcslSignature;

ClientWSService service = new ClientWSService (“https://Trusted

Hub.com/ClientWS?wsdl”) ;

transactionInfo request = new transactionInfol();
request.credentialData = cag;
request.fileData = getFileToProcess(); // Du lieu tap tin can xu ly

request.xmlData = this.rTBRequest.Text;

processData dataToSend = new processDatal();
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Céch sur dung ham processData trong C#

4. MO TA GIAO TIEP VOl HE THONG DICH VU KY SO TREN THIET BI DI PONG
ADMIN WEB SERVICE

Admin Web Service (AdminWS) cung cép cac phuong thirc danh cho phan hé quan tri nhiam thuc hién
cac chtrc nang sau:
- Cai dat, thém mai, xda, stra cac Worker dam nhiém vai tro ky hay xac thuec tai liéu.
- Thay ddi dia chi IP server, IP filter cho Client.

bia chi Admin Webservice thong thuong sé la:

http://<YourlPServer>/DICH VU KY SO TREN THIET BI DI
BONG/AdminWSService/ AdminWS?wsdl

AdminWS bao gom cac phuong thirc nhu sau:

TEN PHUONG THUC THUQC TiNH

1. String login int ClientlD Pang nhap vao AdminWs, ham

String username tra ve sessionKey.

- ClientID: phan biét user
dang nhap tu GUI
Application hay back-end.

String password

2. void logout N/A Giai phong session nguoi dung
hién tai
3. void activeSigner int ClientID Kich hoat Worker
int signerID - signerlID: Id caa worker

- autCode: Ma PIN dé ldy

String authCode PrivateKey (PKCS#11 hay
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THUQC TiNH

DIEN GIALI

String sessionKey

tap tin PKCS#12)

- sessionKey: ma
sessionKey tra veé tir ham
login

4. boolean deactiveSigner

int ClientID
int signeriD

String sessionKey

Tam khoa Worker

5. void addIpConnect

int ClientID
String IP

String sessionKey

Thém dia chi IP Client dugc
phép tuong tac véi AdminWS
(khéng phai tai khoan Admin) va
ClientWS

- IP: dja chi IP

6. String addWorker

int ClientID
String configFile

String sessionKey

Thém 1 Worker

- configFile: Tén tap tin
chura thdng tin cua Worker,
tap tin nay dugc luu c¢b dinh
trén Server

7. boolean changelp

int ClientID

String ipAddress
String subnetMask
String defaultGW
String searchDomain
String dnsServer

String sessionKey

Thay dbi dia chi IP cua server

- ipAddress: dia chi IP mai

- subnetMask: Subnet
Mask méi

- defaultGW: Default
GateWay moi

- searchDomain:
searchDomain mai

- dnsServer: DNS méi
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TEN PHUONG THUC THUOQC TINH DIEN GIAlI
8. WSWorkerConfig int ClientID L4y théng tin cAu hinh caa mot
getCurrentWorkerConfig int workerID Worker
String sessionKey
9. void setWorkerProperty int ClientlD Thém mot gia tri cau hinh cho
int workerlD Worker
String key - key: tén thudc tinh
- value: gié tri thudc tinh
String value
String session
10. | boolean int ClientID X06a mot gié tri cau hinh caa
removeWorkerProperty int workerID Worker
String key
String value
11. | Base64SignerCertReqData int ClientID Tao CSR dya vao PrivateKey
getPKCS10CertificateReques int signerlD cua Worker
trorkey PKCS10CertReqInfo E:SéertReqlnfo: théng tin
certReqnfo - defaultKey: s dung key
i i e e
explicitEccParameters nextKey
boolean defaultKey
String sessionKey
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TEN PHUONG THUC THUOQC TINH DIEN GIAlI
12. | byte[] getSignerCertificate int ClientID Lay ching thu ma Worker ding
int signeriD deky
String sessionKey
13. | List<byte[]> int ClientlD L4y chtng thu ma Worker dung
getSignerCertificateChain int signerlD dé ky va ca ching thu root cua
chimg thu ky
String sessionKey
14. | Date int ClientID L4y thong tin hét han ching thu
getSigningValidityNotAfter int workerID
String sessionKey
15. | Date int ClientID L4y thong tin bat dau c6 hiéu luc
getSigningValidityNotBefore int workerID cua chung thu
String sessionKey
16. | long int ClientID S6 lan str dung ky cua Worker
getKeyUsageCounterValue int workerID
String sessionKey
17. | boolean destroyKey int ClientID Xoa PrivateKey ra khoi Worker
int workerlD
int purpose
String sessionKey
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String signerCert
String scope

String sessionKey

TEN PHUONG THUC THUOQC TINH DIEN GIAlI
18. | String generateSignerKey int ClientID Tao cap key mai
int workerlD - algorithm: Thuat toan
_ _ Key
String algorithm - keySpec: chiéu dai key
String keySpec - alias: dinh danh key
String alias - authCode: M& PIN cua
g Worker
String authCode
String sessionKey
19. | Collection<KeyTestResult> int ClientlD Kiém tra hoat dong key cua
testKey int workerID Worker
String authCode
String sessionKey
20. | void uploadSignerCertificate | int ClientID Cai dat chung thu sb dung thé ky
int workerID tai liéu cho Worker

- signerCert: ching thu s6
dang méa hoa base64

21.

void

uploadSignerCertificateChain

int ClientlD
int workerlD
String signerCert

String scope

Cai dat chtng thu sé dung dé ky
kém theo ching thu ctia nhirng
CA.
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THUOQC TINH DIEN GIAlI

String sessionKey
22. | void setGlobalProperty int ClientlD Thém gié tri dung chung cho
int workerlD toan h¢ thong.
String key
String value
String session
23. | boolean int ClientlD Xba gia tri dung chung cho toan
removeGlobalProperty int workerID hé thong
String key
String value
String session
24. | List<Integer> getWorkers int ClientID Tra vé ID cua tat ca cac Worker
int workerType hign tai
. . - workerType: Loai
String sessionKey Worker
. 1: tat ca Worker
o 2: Signer Worker
o 3: Service Worker
25. | void rebootServer int ClientID Khaoi dong lai Server
String sessionKey
26. | void shutdownServer int ClientID Tt Server
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THUQC TiNH

DIEN GIALI

String sessionKey
27. | List<String> getAlllpConnect | int ClientlD Tra vé danh sach IP duoc két ndi
String sessionKey den Server
28. | void removelpConnect int ClientlD Xbéa 1 IP ra khoi danh sach IP
String IP duoc két noi den Server
String sessionKey
29. | String reloadWorker int ClientlD Tai lai théng tin cau hinh va
int workerID trang thai cua worker
String sessionKey
30. | String removeWorker int ClientlD Xba mot Worker
int workerID
String sessionKey
31. | List<AvailableWorkers> int ClientID Tra vé danh sach Worker hé
getAvailableWorkers String sessionKey thdng DICH VU KY SO TREN
THIET BI DI PONG cung cip
32. | String getWorkerConfigFile | int ClientID Tra vé noi dung cua tap tin
String configFile config Worker
String sessionKey
33. | String setWorkerConfigFile int ClientID Luu lai ndi dung cua tap tin
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THUOQC TINH DIEN GIAlI

String configFile config Worker
String content

String sessionKey

-- HET --
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